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Alternative Format 
If you require this Student Computing Policy document in an alternative format, 

please Contact Us Online, telephone us on +44 (0)300 303 5303, or contact your 

dedicated Student Support Team via StudentHome if you are a current Open 

University student. If you are studying an apprenticeship, please contact the 

Apprenticeship Enrolment and Support Team (AEST) by email on apprentice-

support@open.ac.uk, or telephone (+44 (0) 300 303 4121). Welsh-speaking 

Students and Learners may speak with a student support adviser in Welsh on +44 

(0) 29 2047 1170. Research Degree Students can contact the Research Degrees 

Office via email research-degrees-office@open.ac.uk. 

Introduction 
This policy sets out how you should use an internet connected computer to study 

with us and use our computing services. In addition, the policy explains what your 

responsibilities are and provides information about how we can support you. It also 

explains how we will communicate with you and how you should communicate with 

others when online. Terms that may be unfamiliar are explained in the definitions 

section below. There are no specific subjects related to equality or diversity, but the 

policy does cover possible breaches of data protection. It also covers the impact of 

legislation. 

Scope 
What this policy covers 
This policy applies to you if you have permission to sign into Open University 

websites and systems and are not a member of staff. If you are both a member of 

staff and a student or learner, this policy only applies to you when you are signed in 

as a student, learner, Microcredential student or Apprenticeship student (known as 

‘Student’ in the rest of this policy). 
For students studying at Subsidiary Institutions of The Open University, this policy 

applies to you only while using our computing services, such as Library Services. 

When using computing services provided by a Subsidiary Institution you will be 

subject to the Computing Policy of the Subsidiary Institution. If you are unsure, check 

the URL (site address) which should indicate whose site it is. Open University sites 

usually end with … open.ac.uk, for example. 

https://help.open.ac.uk/contact
mailto:apprentice-support@open.ac.uk
mailto:apprentice-support@open.ac.uk
mailto:research-degrees-office@open.ac.uk
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Throughout this policy, when we refer to ‘study’ or ‘study materials’ we include 

modules as well as other forms of Open University study (e.g. Microcredentials, short 

courses and vocational qualifications). Similarly, ‘Student’ includes learners and 

anyone  

Throughout this policy, “we/us/our” refers to The Open University, and “you/your” 

refers to any Student or learner who falls under the scope of the policy. 

Vocational Qualification (VQ) learners have access to student policy information and 

the Computing Helpdesk. They can study from outside the UK and can obtain 

materials in alternative formats but may not have access to some of the other 

facilities mentioned in this policy, including access to StudentHome and an Open 

University email address. 

This Policy may be updated throughout the year to correct errors, improve clarity or 

accessibility, or to reflect changes in legal or regulatory requirements. 

What this policy does not cover 

This policy does not apply to you if: 

• you do not have Open University sign-in credentials, including VQ students 

• you are a member of Open University staff, except if you are signed in as a 

student or learner. 

Note that Students in secure environments and those with legal licence restrictions, 

conditions or orders may have limited access to computing services and should also 

refer to our Students in Secure Environments Policy or our policy on Supporting 

students subject to legal licence, restriction, condition or orders, as appropriate. 

Support and Information 

How to contact us 
If you have any queries around the content provided within this document and how to 

interpret it, please Contact Us. To check the contact details for the Open University, 

please see OU Offices. If you are studying an apprenticeship, please contact the 

Apprenticeship Enrolment and Support Team (AEST) by email on apprentice-

support@open.ac.uk, or telephone (+44 (0) 300 303 4121). Welsh-speaking 

Students and Learners may speak with a student support adviser in Welsh on +44 

(0) 29 2047 1170. Research Degree Students can contact the Research Degrees 

Office via email research-degrees-office@open.ac.uk. 

https://learn1.open.ac.uk/course/view.php?id=100132&cmid=12699
https://help.open.ac.uk/documents/policies/students-in-secure-environments-or-studying-with-an-unpsent-criminal-conviction
https://help.open.ac.uk/documents/policies/students-in-secure-environments-or-studying-with-an-unpsent-criminal-conviction
https://help.open.ac.uk/documents/policies/students-in-secure-environments-or-studying-with-an-unpsent-criminal-conviction
https://www.open.ac.uk/contact
https://help.open.ac.uk/ou-offices
mailto:apprentice-support@open.ac.uk
mailto:apprentice-support@open.ac.uk
mailto:research-degrees-office@open.ac.uk
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Policy 
1. Policy Purpose 
This policy sets out to ensure that students understand the rules and responsibilities 

which must be followed when using a computer to access our computing services. 

Our responsibility is to protect our services, other students and staff and to ensure 

that we are compliant with the relevant regulators and legislation. 

2.  Policy Principles 
2.1  Using a computer for your studies 

To study with us you need the use of a computer with internet broadband access 

and some basic computer skills. To check the required standard, see our Computing 

Skills page. 

You will use your computer to access online module materials, participate in forums, 

publish information (for example via blogs and ePortfolio), find student support 

details, view your personal record, undertake and submit assessments, book and 

attend tutorials and to contact us. 

2.2 Computing requirements for study 

There are minimum requirements for the specification of computers and internet 

connections that apply to all modules, for more help see the computing environment 

section in the Computing Guide. In addition, you should check the ‘Computing 

Requirements’ section of the module description on the online prospectus (if 

applicable) for any requirements specific to the module that you wish to study. You 

should also ensure that you keep your computer's operating system and browsers up 

to date. If you wish to print out any of the online module materials, you will need 

access to a suitable printer. Students with disabilities should visit the Help Centre for 

information about computer related support. 

Since technology is developing rapidly, the general specifications may change over 

the time that you study with us, so please check these each time you consider 

studying a new module, and contact us if you need support. 

2.3 Study outside the UK 

The following clauses only apply to individuals planning to study with The Open 

University when resident (temporarily or permanently) outside of the UK and Ireland. 

https://www.open.ac.uk/courses/do-it/computing-skills
https://www.open.ac.uk/courses/do-it/computing-skills
https://learn1.open.ac.uk/mod/oucontent/view.php?id=12659&section=3
https://help.open.ac.uk/browse/disability/what-disability-support-is-available
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2.3.1 To be able to access study materials and learning events via the digital 

services provided by The Open University, you will need to sign into your 

student account: this will enable you to engage with your studies. In most 

cases, the ability to sign into your student account and use our digital 

services will be fully accessible. However, in a small number of geographical 

locations (please see The Open University guidance “Signing in from outside 

of the UK"), access may be restricted or not be permissible without use of a 

VPN (Virtual Private Network). 

2.3.2 If you are planning to study with us from outside the UK and Ireland, please 

see “Signing in from outside of the UK” for information about current 

restrictions. These restrictions may impact upon your continued registration 

with The Open University, in line with our: 

• Conditions of Registration 

• Conditions of Registration (Short Courses) 

• Conditions of Registration for Apprentices 

• Conditions of Registration (Microcredentials hosted on the Virtual Learning 

Environment (VLE)) 

• Conditions of Registration for Degree Holder Entry Programme (DHEP) 

 as appropriate. You should contact us if you have any concerns (see Contact 

us above) 

2.3.3 If you are studying in, or intend to travel to, a country that currently has 

restrictions on access and requires a VPN, please see the relevant 

Conditions of Registration for information about your obligations as a student 

and our obligations to you. 

3.  Computing support 
3.1 Once you have registered with us, you will have access to help and advice 

from a dedicated computing helpdesk, which you can contact via phone, 

email or (when available) webchat, the Help Centre and the Library. 

  

https://help.open.ac.uk/help-with-signing-in-to-ou-systems#outside-uk
https://help.open.ac.uk/help-with-signing-in-to-ou-systems#outside-uk
https://help.open.ac.uk/help-with-signing-in-to-ou-systems#outside-uk
https://help.open.ac.uk/help-with-signing-in-to-ou-systems#outside-uk
https://help.open.ac.uk/help-with-signing-in-to-ou-systems#outside-uk
https://help.open.ac.uk/documents/policies/conditions-of-registration
https://help.open.ac.uk/documents/policies/conditions-of-registration-short-courses
https://help.open.ac.uk/documents/policies/conditions-of-registration-apprentices
https://help.open.ac.uk/documents/policies/conditions-of-registration-microcredentials-virtual-learning-environment
https://help.open.ac.uk/documents/policies/conditions-of-registration-microcredentials-virtual-learning-environment
https://help.open.ac.uk/documents/policies/conditions-of-registration-degree-entry-holder-programme
https://help.open.ac.uk/documents/policies/conditions-of-registration-short-courses
https://help.open.ac.uk/contact/technical/other
https://help.open.ac.uk/browse/computing
https://help.open.ac.uk/contact
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3.2 If you require additional support to use IT equipment because of a disability 

or additional need, or want help or information about using a computer, go to 

the Help Centre accessibility pages. There is also an accessibility guide to 

using a computer for study in the Open University Computing Guide. If you 

require these resources in Alternative Formats, please contact the disability 

support team. 

3.3  You should be aware of how to take care of your health and safety 

when you are working on a computer. Further information can be 

found in the ‘Using a computer and your wellbeing’ section in the Help 

Centre. 

3.4 Please report content on websites or online services provided by us 

that you are concerned about by Contacting us. If you are concerned 

about content that appears on social media platforms provided by 

other organisations, please refer to 'the Monitoring and reporting 

behaviour’ section in our Student Social Media policy. See our Dignity 

and Respect policy for information about any form of bullying or 

harassment at the Open University. 

3.5  You have a right to submit written work in Welsh. To assist with this, 

you can request access to Cysill, a Welsh-language spell-checker 

from the computing helpdesk to request this. 

 4. Your Open University computing account  
4.1 Your Open University Computer Username (OUCU) and password 

4.1.1 We will give you a secure Open University computing account when you 

register. You can access this account using an Open University Computer 

Username (OUCU) and password that we will provide. This will give you 

access to the Open University computing services you need for your studies. 

You should not use your account for any business or personal purposes. 

4.1.2  You can set a different username, but it should clearly be recognisable as 

you, so that your tutor can identify you. 

4.1.3 You will breach this policy if your selected username may be considered 

offensive. 

https://help.open.ac.uk/topic/computing/category/accessibility
https://help.open.ac.uk/topic/computing/category/accessibility
https://learn1.open.ac.uk/course/view.php?id=100132&cmid=12929
http://www.open.ac.uk/computingguide
https://help.open.ac.uk/studying-on-a-screen/additional-module-material-formats
https://help.open.ac.uk/contacts-for-disability-support
https://help.open.ac.uk/contacts-for-disability-support
https://help.open.ac.uk/using-a-computer-and-your-wellbeing
https://help.open.ac.uk/documents/policies/social-media
https://help.open.ac.uk/documents/policies/dignity-and-respect
https://help.open.ac.uk/documents/policies/dignity-and-respect
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4.1.4 Your password must be in line with accepted good practice. The Help Centre 

has advice on choosing suitable passwords. 

4.1.5 You must not share the contact details of any member of the University, 

student or staff, including computer username and email address, without 

their express permission. See also section 8, Standards of behaviour. 

4.1.6 Always ensure that you keep copies of any work you submit to us online in 

case there are technical problems, and you need to resubmit the work. You 

may need evidence of any technical failure if you are unable to submit work 

and want to make a Special Circumstance claim. For more details, see our 

Special Circumstances policy. 

4.2 Keeping your account secure 

4.2.1 You should always keep your account secure and confidential; your account 

details should not be accessible to anyone else. Please visit the Help 

Centre’s being safe and secure online pages for up-to-date information about 

keeping your account secure. If you have an advocate who acts on your 

behalf, you must not disclose your account details to them; see section 1.9 in 

our Advocacy policy. This policy is viewable by advocates and doesn’t need 

an account. 

4.2.2 If you think the security of your Open University computing account has been 

compromised, for example if somebody else knows your password, you 

must notify the Computing Helpdesk by calling+44 (0)1908 653972 as soon 

as possible. You may be held responsible for fraudulent activity if someone 

else accesses your account because they have been given your sign on 

credentials, and you haven’t informed us. 

4.3 Access to Microsoft 365 

4.3.1  While you are a registered Student or learner, you will have access to 

Microsoft 365, which includes the ‘Microsoft Office’ software suite, storage 

space on OneDrive, and an Open University email account. This package is 

known as ‘Microsoft 365 for Education’. 

  

https://help.open.ac.uk/changing-your-name-password-address-etc
https://help.open.ac.uk/changing-your-name-password-address-etc
https://help.open.ac.uk/changing-your-name-password-address-etc
https://help.open.ac.uk/documents/policies/special-circumstances-policy
https://help.open.ac.uk/safe-and-secure-computing
https://help.open.ac.uk/documents/policies/advocacy
https://help.open.ac.uk/contact/technical/other
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You are normally a registered Student for a period of two academic years 

after your module starts, plus any approved study breaks; a full explanation 

is shown in the version of the Academic Regulations that applies to you 

(Section L1 for taught courses and Section J1 for apprenticeships). Note that 

Students in Secure Environments and those studying through OpenLearn do 

not have access to Microsoft 365. 

4.3.2 Once you are no longer a registered student, you will lose your access to 

Microsoft 365 for Education. This includes any files you have stored on One 

Drive and any emails sent or received using your Open University email 

account, as well as use of Word, Excel and other office software included in 

Microsoft 365.  

4.3.3 Once you are no longer a registered student, all OneDrive files and emails 

linked to your Microsoft 365 for Education account will be deleted and will 

not be recoverable. As stated in sections 7.1.1 (g) and 8 (a) below, you 

should only use the facilities provided by Microsoft 365 for Education in 

connection with your studies. 

5. Sharing information in online activities 
5.1 Display of personal information 

Your Open University computing account enables you to take part in online 

activities, which may include compulsory activities as part of your studies, 

such as participating in module forums. In most cases, when you participate 

in these activities, your name, preferred email address, your Open University 

Computer Username (OUCU) and the content you contribute, will be 

displayed online to Students and Open University staff who have a need to 

see the information concerned. 

If you want others to know a bit about you when you contribute to forums, 

you will be able to update your online appearance profile, for example so 

that it shows your social media ID and interests. Your online appearance 

profile can be accessed from various locations. Full details are provided in 

the Profile section of the Open University Computing Guide. 

  

https://help.open.ac.uk/documents/policies/academic-regulations
https://learn1.open.ac.uk/mod/oucontent/view.php?id=12828
https://learn1.open.ac.uk/mod/oucontent/view.php?id=12828
http://www.open.ac.uk/computingguide
http://www.open.ac.uk/computingguide


   
 

Page 9 of 19 
 

5.2  Retention of messages 

Messages sent or received through Open University systems form part of the 

administrative records of The Open University and will be held on our 

Customer Relationship Management system to help us support you. The 

Student Privacy Notice sets out how we use your personal data. 

5.3 Sharing personal information 

For advice about the sharing of information online, see the ‘Conduct when 

communicating online’ section of the Open University Computing Guide. 

6. Online communication 
6.1 Contacting you by email 

6.1.1 You must provide us with a valid email address, which we will use to 

correspond with you. You must provide an email address that is unique to 

you and not shared with anyone else. Do not use your Open University staff 

email if you are also a student. Similarly, if you have a business relationship 

with us, please use a personal email account rather than your business 

email. 

You must inform us of any changes to your preferred email address by 

updating your personal profile on StudentHome. Students studying modules 

or working towards a qualification will be provided with an Open University 

email address before their module starts, but you are not obliged to use this 

as your contact email address. For more information see the your OU email 

address section in the Help Centre. 

6.1.2 We will use your preferred email address to communicate with you, and so 

you need to read and respond to these messages by any deadline given. We 

do not accept liability for messages that were not received, for example 

because your email was not working, you changed your email address 

without informing us, your mailbox was full, because a junk or clutter filter 

meant it was removed from your inbox or for any other reason. 

6.1.3 If you are receiving marketing messages, you can opt-out or update your 

preferences in your StudentHome profile. The Student Privacy notice sets 

out how we use your personal data. 

https://help.open.ac.uk/documents/policies/privacy-notice
https://help.open.ac.uk/documents/policies/privacy-notice
https://learn1.open.ac.uk/mod/oucontent/view.php?id=12696
https://learn1.open.ac.uk/mod/oucontent/view.php?id=12696
https://learn1.open.ac.uk/mod/oucontent/view.php?id=12696
https://learn1.open.ac.uk/mod/oucontent/view.php?id=12696
http://www.open.ac.uk/computingguide
http://www.open.ac.uk/computingguide
http://www.open.ac.uk/computingguide
http://www.open.ac.uk/computingguide
https://msds.open.ac.uk/students/index.aspx
https://help.open.ac.uk/your-ou-email-address
https://help.open.ac.uk/your-ou-email-address
https://msds.open.ac.uk/students/profile.aspx
https://msds.open.ac.uk/students/profile.aspx
https://help.open.ac.uk/documents/policies/privacy-notice
https://help.open.ac.uk/documents/policies/privacy-notice
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6.2 Communicating with you by the Bulletin Board 

We use email for messages relating to your studies where you need to take 

personal action, for example, to meet a deadline. In addition, you will also 

find more general ’bulletin board’ messages on StudentHome and on your 

module website. It is your responsibility to regularly check these. Note that 

you can opt out of some messages, for example, those that are marketing 

related. 

6.3 Communicating with you through your study websites 

We will communicate with you through your study website, forums, and news 

feeds and so you should check your study website regularly. 

6.4 Conduct when communicating online 

The Student Charter sets out the responsibilities we have to each other as 

members of the Open University community. In addition, the principles of 

communicating with other students in Open University collaborative spaces 

are outlined in the ‘Conduct when communicating online’ section of the Open 

University Computing Guide. When using social media as a student, you 

must adhere to the Student Social Media Policy. See also the section on 

non-compliance, below. 

7. Protection of Open University computer systems 
7.1  Keeping your computer and our systems safe 

Working online may expose both you and our computer systems to threats 

from outside the Open University, unless you take suitable precautions 

against malicious software (for example, computer viruses) that may 

jeopardise the integrity, performance or reliability of our computing services. 

To reduce the risks of such threats, you must ensure that you: 

a) Have up to date virus protection software and do not forward junk mail to 

others or encourage others to do so, since malicious software is often spread 

this way 

b) Treat email attachments with caution, as they may carry viruses or other 

malicious software. If in doubt, do not open suspicious emails. For further 

information, please see our guide to Safe and Secure Computing. 

http://www2.open.ac.uk/students/charter
http://www2.open.ac.uk/students/charter
https://learn1.open.ac.uk/mod/oucontent/view.php?id=12696
https://learn1.open.ac.uk/mod/oucontent/view.php?id=12696
http://www.open.ac.uk/computingguide
http://www.open.ac.uk/computingguide
http://www.open.ac.uk/computingguide
https://help.open.ac.uk/documents/policies/social-media
https://help.open.ac.uk/safe-and-secure-computing
https://help.open.ac.uk/safe-and-secure-computing
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c) Avoid hacking sites or downloading hacking or evidence eliminating software. 

Do not attempt to hack into Open University computer users’ accounts or 

Open University systems. 

d) Do not intentionally visit internet sites that are likely to contain obscene, racist, 

hateful or material likely to be seen as offensive, nor download or share such 

material via our systems. 

e) While your right to freedom of speech is protected in law, you should not 

publish any content, for example, via blogs, forum contributions, ePortfolios 

and so on, that might contain material that is defamatory, obscene, 

discriminatory, illegal, incites hatred or could damage our reputation or breach 

copyright of The Open University or any other person or organisation. 

f) Do not do anything that might result in sustained high-volume traffic to our 

network, for example by sending emails to large numbers of addresses, as 

this might prevent others from accessing the network. We may block or 

quarantine any email or online posts if we identify it as a potential threat to our 

network. 

g) Your Open University email address is intended to support your study. 

Incidental and occasional personal use is permitted, but shouldn't be used for 

regular personal activities, such as online shopping. 

h) If you think you may have compromised our network, you must contact the 

Computing Helpdesk immediately (see Contact us) above. We may 

investigate any breach or potential breach by accessing all relevant records 

and other evidence. 

i) Keep your operating systems, web browsers, and applications on your 

computers, phones, and tablets up to date by enabling automatic updates. 

Remove any unused browsers and unsupported applications. 

j) Ensure all applications on your devices are fully licensed and receive regular 

security updates. 

k) Do not use devices that have been modified to bypass the operating system’s 

security requirements (e.g., 'jailbroken' or 'rooted' devices). 
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l) Protect your devices with either (i) a password of at least eight characters, (ii) 

a personal identification number (PIN) of at least six digits, or (iii) biometrics 

such as face or fingerprint recognition. 

m) Set your devices to lock after 15 minutes of inactivity and to lock for at least 

30 minutes after 10 failed login attempts. 

n) If available, you should use a firewall (a security system that monitors and 

controls incoming and outgoing network traffic). 

Further information on safe computing can be found in the ‘Safe Computing’ 

section of the Open University Computing Guide and the Being safe and secure 

online section of the Help Centre. 

7.2 Blocking content 

We may delete or hide any item that you publish via our network and systems, such 

as forum posts, blogs or ePortfolios, where we believe they do not meet this policy. 

Further information can be found in the ‘Conduct when communicating online’ 

section of the Open University Computing Guide. 

8. Standards of behaviour 
When using our computer services, you should observe the standards of behaviour 

as outlined below: 

a) You should only use our computing services for the purpose of your study 

with us unless we have agreed otherwise. This includes the use of any online 

storage space provided as part of your studies, such as the ePortfolio system 

or Microsoft 365, which should only be used for storing items related to your 

studies and will cease to be available when you stop studying. 

b) When you study with us, you agree to follow any licensing agreements for 

software provided. 

c) You should not send or publish offensive, obscene, abusive, libellous, 

defamatory or harassing material or anything via our computing services that 

might damage our reputation. 

d) You should not present your own opinions or other information from your own 

sources as if they are those of The Open University or made on our behalf. 

https://learn1.open.ac.uk/mod/oucontent/view.php?id=12659&section=1.2
https://learn1.open.ac.uk/mod/oucontent/view.php?id=12659
http://www.open.ac.uk/computingguide
https://help.open.ac.uk/being-safe-and-secure-online/general-safety-tips
https://help.open.ac.uk/being-safe-and-secure-online/general-safety-tips
https://learn1.open.ac.uk/mod/oucontent/view.php?id=12696
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e) Any software, website content, study materials or other information provided 

by us must not be copied for non-study use without prior permission from us 

or any relevant third-party supplier. 

f) You should not share online any questions relating to assessment nor any 

completed assessments. The only exception is where prior consent has been 

given by us in writing. For further details, please see section 3.3, Enabling 

Plagiarism, in our Academic Conduct Policy. 

g) You should not share emails from, or individual advice given to you, by your 

tutor. 

If you realise you have unintentionally enacted any of (a) to (g) above, you should 

determine if you can undo what you have done, for example, delete a forum or 

message post. In any case, you should contact us and explain the situation 

immediately (see ‘Contact us’ above.) 

h) The unauthorised use of generative Artificial Intelligence and automated tools 

is covered in section 3.6 of the Academic Conduct Policy. 

i) You should comply with The Copyright, Designs and Patents Act 1998. This 

means that you should not infringe copyright relating to materials and software 

provided by us. This includes storing copies of copyright material on any 

online space provided as part of your studies (for example the ePortfolio 

system). 

j) You agree to follow the requirements of the Computer Misuse Act (1990), the 

Criminal Justice and Public Order Act 1994, data protection legislation and 

other relevant Acts. 

k) You agree to abide by the policies of our partners where you are using their 

services or facilities through us. In these cases, you will be subject to the 

regulations of the institution you are accessing the services from. In addition, 

cloud services may also have policies for users of their services. 

l) Users accessing our computing services from outside the UK must ensure 

that they abide by all local laws, e.g., the use of a VPN to connect to our 

network. You should ensure that you have the consent of the owner of the 

computer/network owner, for example if you are accessing our services from 

work. 

  

https://help.open.ac.uk/documents/policies/plagiarism
https://help.open.ac.uk/documents/policies/plagiarism
https://www.legislation.gov.uk/ukpga/1988/48/contents
https://www.legislation.gov.uk/ukpga/1990/18/contents
https://www.legislation.gov.uk/ukpga/1990/18/contents
https://www.legislation.gov.uk/ukpga/1990/18/contents
https://www.legislation.gov.uk/ukpga/1994/33/contents
https://www.legislation.gov.uk/ukpga/1994/33/contents
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m) You should not promote any product or service via our computing services for 

which you are paid either financially or in kind. 

9.  Monitoring 
9.1 In exceptional circumstances, we may use records of your study activity and 

your contact with us to carry out our work or meet our legal obligations. The 

Student Privacy Notice describes how we will manage these records. 

9.2 For security and maintenance purposes, authorised individuals within our 

central IT teams may monitor online services, systems and network traffic at 

any time to ensure compliance with this policy, other security policies, and 

the effective operation of our systems. 

9.3 As an institution of higher education, we have a statutory duty to prevent 

people being drawn into terrorism. If the use of our computer equipment, 

network, or online services and systems gives rise to a concern that a 

person may be at risk, this may result in action being taken in accordance 

with the Open University Prevent Principles. 

Non-compliance 
Any breach of this policy may undermine the effective running of The Open 

University and its ability to meet its duties and legal obligations. 

If you do not manage your Open University computing account as stated in Section 

4.1 above, it may adversely affect your learning experience. For more serious 

breaches of the policy, such as those related to security (section 4.2) or standards of 

behaviour (section 8), action may be taken under the Code of Practice for Student 

Discipline. If your conduct and/or actions(s) are also unlawful, we may inform the 

appropriate authorities. We may also have a statutory obligation to inform other 

internal departments such as the Safeguarding Referrals Team or the Prevent 

Coordinator of specific behaviours of concern and may also need to share relevant 

information with external parties, such as your sponsor or employer, in line with the 

conditions of registration that apply to your study. 

https://help.open.ac.uk/documents/policies/privacy-notice
https://help.open.ac.uk/documents/policies/privacy-notice
https://help.open.ac.uk/documents/policies/prevent-principles
https://help.open.ac.uk/preventing-terrorism
https://help.open.ac.uk/documents/policies/code-of-practice-student-discipline
https://help.open.ac.uk/documents/policies/code-of-practice-student-discipline
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Definitions 
Virus protection software 
Virus protection software is designed to detect and remove viruses and other kinds 

of malicious software from your computer or laptop. Malicious software - known as 

malware - is code that can harm your computers and laptops along with the data on 

them. 

Blog 
A blog, short for weblog, is a website or web page, typically one run by an individual 

or small group, which is written in an informal or conversational style. 

Bulletin Board 
An electronic notice board, accessed via StudentHome or module website, where 

the University will post study-related topics that might interest you. 

Computing helpdesk 
A service to help support you with study-related computing queries. For more details, 

see Asking for help with IT in the Help Centre. 

Computing Services 
All computer systems provided by The Open University and its third-party suppliers 

that we provide to teach and support students and learners. This includes software, 

websites, hosted services and the associated IT and telecommunication hardware 

covering the transmission, storage, organisation, presentation, generation, 

processing or analysis of data and information in electronic format over our network 

or those of our suppliers. 

Customer Relationship Management system 
The administrative student record system that we use when you contact us. This 

allows us to keep a record of email and telephone conversation with you along with a 

note of any action we have taken in response. 

ePortfolio 
An electronic, curated collection of material designed to provide evidence of your 

developing professional competence. 

Hacking 
The gaining of unauthorised access to data in a system or individual computer. 

https://help.open.ac.uk/asking-for-help-with-it
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Junk email 
Unsolicited and usually unwanted messages sent in bulk by email using mailing lists. 

Online appearance profile 
This is a page that you can set up that can give others the chance to know a bit 

about you, your studies and your interests. You can add to or edit your profile from 

StudentHome by selecting ‘Update personal details’ 

Open University Computer Username (OUCU) 
In most cases, when you register to study with us you will be issued with an Open 

University Computer Username (OUCU) that, along with your password, will allow 

you to sign on to our computing services. 

Preferred email address 
This is the email address provided by you that we will use to communicate with you 

about your studies. 

Prevent (anti-terrorism) 
As part of the UK Government’s strategy to reduce terrorism, the Counter-Terrorism 

and Security Act 2015 introduced new measures aimed at responding to the risk of 

terrorism and radicalisation. Under the Act, we must show ‘due regard to the need to 

prevent people from being drawn into terrorism’. 

Social media 
For the purposes of this policy, ‘social media’ is defined as websites and online 

applications that enable users to create and share content, and/or participate in 

social networking. These social media tools enable users to share ideas, opinions, 

knowledge and interests and use of them includes posting, commenting, instant 

messaging and sharing links, images and files. 

Study websites 
These are module- or qualification-related websites that are provided to support you 

with your studies and include teaching material, study timetable and so on. You will 

only have access to these websites while you are an active student on that 

qualification or module. 

https://msds.open.ac.uk/students/index.aspx
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Virtual Private Network (VPN) 
A Virtual Private Network (VPN) is an encrypted network connection that allows 

remote users to securely access an organisation's services. This means that the 

security of the data is ensured even though the network itself may not be trusted. 

Related Policies and Legislation 
Refer to the following documentation in conjunction with this policy 

• Advocacy Policy 

• Code of Practice for Student Discipline 

• Academic Conduct Policy 

• Student Privacy Notice 

• Safeguarding - Ensuring the Safety of Children and Vulnerable/Protected 

Adults 

• Dignity and Respect Policy 

• Prevent Principles 

• Student Social Media Policy 

• Students in secure environments or Studying with an unspent criminal 

conviction 

• Computing help (Help Centre) 

• Open University Computing Guide (available once registered) 

• The Copyright, Designs and Patents Act 1998. 

• The Computer Misuse Act (1990) 

• The Criminal Justice and Public Order Act 1994 

Additional support 
• Being digital: skills for life online (Open University Library) 

• Digital skills: succeeding in a digital world (OpenLearn free course) 

• Social Media Toolkit 

• How to report bullying and harassment on social media (via Dignity and 

Respect Policy) 

https://help.open.ac.uk/documents/policies/advocacy
https://help.open.ac.uk/documents/policies/code-of-practice-student-discipline
https://help.open.ac.uk/documents/policies/plagiarism
https://help.open.ac.uk/documents/policies/privacy-notice
https://help.open.ac.uk/documents/policies/ensuring-the-safety-of-children-and-vulnerable-protected-adults
https://help.open.ac.uk/documents/policies/ensuring-the-safety-of-children-and-vulnerable-protected-adults
https://help.open.ac.uk/documents/policies/dignity-and-respect
https://help.open.ac.uk/documents/policies/prevent-principles
https://help.open.ac.uk/documents/policies/social-media
https://help.open.ac.uk/documents/policies/students-in-secure-environments-or-studying-with-an-unpsent-criminal-conviction
https://help.open.ac.uk/documents/policies/students-in-secure-environments-or-studying-with-an-unpsent-criminal-conviction
https://help.open.ac.uk/browse/computing
http://www.open.ac.uk/computingguide
https://www.legislation.gov.uk/ukpga/1988/48/contents
https://www.legislation.gov.uk/ukpga/1990/18/contents
https://www.legislation.gov.uk/ukpga/1994/33/contents
http://www.open.ac.uk/libraryservices/beingdigital/
http://www.open.ac.uk/libraryservices/beingdigital/
https://www.open.edu/openlearn/education-development/digital-skills-succeeding-digital-world/content-section-overview?active-tab=description-tab
https://www.open.edu/openlearn/education-development/digital-skills-succeeding-digital-world/content-section-overview?active-tab=description-tab
http://www.open.ac.uk/community/social-media-toolkit/
https://help.open.ac.uk/documents/policies/dignity-and-respect
https://help.open.ac.uk/documents/policies/dignity-and-respect/files/19/dignity-respect-policy.pdf
https://help.open.ac.uk/documents/policies/dignity-and-respect
https://help.open.ac.uk/documents/policies/dignity-and-respect
https://help.open.ac.uk/documents/policies/dignity-and-respect
https://help.open.ac.uk/documents/policies/dignity-and-respect
https://help.open.ac.uk/documents/policies/dignity-and-respect
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Welsh language standards 
Yr iaith Gymraeg (Welsh Language Standards) 

The Open University is one of several universities named in the Welsh Language 

(Wales) Measure 2011. This means that any students in Wales can expect to receive 

certain services from the OU in Welsh. These are outlined in the OU’s Welsh 

language standards. 

This means that you can speak to our student recruitment and support team in 

Welsh or contact the university in Welsh. You can find out more about your rights as 

a Welsh language user on the OU in Wales website. 

Safe Space Reporting 
The Open University is committed to creating a diverse and inclusive environment in 

which everyone feels safe and is treated with dignity and respect. Unlawful 

discrimination of any kind across The Open University will not be tolerated. Safe 

Space Reporting is available via the Safe Space online tool through which staff, 

students, learners and visitors are encouraged to report incidents of assault, bullying, 

harassment, hate crime, or sexual harassment. It also provides information about 

what you can do if these incidents happen to you, or to someone you know, and 

where you can find support. 

The Open University Student Charter Values 
The Student Charter was developed jointly by The Open University and Open SU. It 

is a declaration of our shared values and the commitments we make to each other. 

This document has been developed with the Student Charter values as its 

foundation. 

The Open University commitment to Equality Diversity and 
Inclusion 
Our commitment to equality and inclusion is embedded in all that we do and reflects 

our mission to be open to people, places, methods and ideas. We celebrate diversity 

and the strengths that it brings, whilst challenging under-representation and 

differences in outcomes within our institution. We promote and manage equality and 

diversity to meet both our strategic goals and our statutory equality duties. We 

achieve this in many ways, including the development of inclusive policy. 

https://help.open.ac.uk/documents/policies/welsh-language-standards
https://www5.open.ac.uk/wales/sites/www.open.ac.uk.wales/files/files/20180509%20Hysbysiad%20Cydymffurfio44%20Y%20Brifysgol%20Agored%20(en).pdf
https://www5.open.ac.uk/wales/sites/www.open.ac.uk.wales/files/files/20180509%20Hysbysiad%20Cydymffurfio44%20Y%20Brifysgol%20Agored%20(en).pdf
https://www5.open.ac.uk/wales/en/welsh-language?nocache=6682b0a2a5ba9
https://report-and-support.open.ac.uk/
https://www2.open.ac.uk/students/charter
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Give Us Your Feedback 
If you have any comments about this policy document and how it might be improved, 

please share this with us, by emailing SPR-Policy-Team@open.ac.uk. 

Charity Statement 
The Open University is incorporated by Royal Charter (RC 000391), an exempt 

charity in England and Wales and a charity registered in Scotland (SC 038302). The 

Open University is authorised and regulated by the Financial Conduct Authority in 

relation to its secondary activity of credit broking. 

About this Policy 
Summary of Significant Changes since last version 
The following changes have been made 

• The policy has been reformatted to use the latest policy template 

• References to the ‘Social Media Policy’ have been updated to the ‘Student 

Social Media Policy’ 

• Links and internal references have been updated where necessary 

• Section 4.3 has been added to cover access to Microsoft 365. 

• Section 6.1 has had the requirement of supplying a unique contact email 

address added 

• Section 7.1 has been expanded to improve security of students’ computers, 

phones and tablets 

• Changes in the text to improve clarity 

Policies Superseded by this Document 
This document replaces the previous version of the Student Computing Policy dated 

August 2024 

Document Information 
Version number 4.0 

Approved by: Delegate of Director, Academic Services 

Effective from: July 2025 

Date for review: March 2026 

mailto:SPR-Policy-Team@open.ac.uk
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